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1- Cross-protocol attack
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4- Software-Defined Networking (SDN)
5- Multi-Access Edge Computing (MEC)

2- Network Slicing (NS)
3- Network Function Virtualization (NFV)
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9- Standardization Process
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6- Control Plane
7- User Plane
8- Denial of Service (DoS)
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10- Vendor
11- Deployment
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13- Fake access network node
14- False or rouge MEC gateway
15- Malicious Software
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4- Cybersecurity mesh architecture

Cybersecurity Mesh Architecture

sla 2o 50 0 0 Shoe by jglatoasle lanwgs
)JAS‘)“MMBMOMUJ“\“[J@“'\“@)?
285 0,8 i aedsius Faele S g S Codl
LS o 5,5 o gl0 o 5 oz lgn
c).pl;m L;stlaﬁm)o l) L_s_‘;.t.;.cksl.akj);qul.é‘hbqu)'b
..\J.:Sgsacel.ﬁcv\.&
awf&»ﬁﬁﬁw)mbuu)b@y‘)um

o

S ANz slagsl il 3825 Jssalaclogl sl s o
N (Al il sladygy L g s
4 35l 0 ol ol Y (i (5 il el oo
ST D )30 ;900 Cu sl lg o e 4 2l oo
VS 3 £5590 el AitS Las ilisee 2ol oY gasmaly
ol oas o0l lis

500)8,402 4 S (5 sl Eoal Mes S0 5o 58l
4 e e 0T joels 5 39 sald 6 25 laalls,
Sualojom pil 2 digd calaglojlo i ;05 ) slacl;
3903 i8S WS 59 1y e o 8l b logas o gyl
Sl cSlon; Suas S8glogas wish co oS sk
JGsil bz as a8 glales ailo canibiools | Bales 5,501,
Ll GlasllS ol 0¥V dwole o s

sial e a8 ol Aiire | S eSS 5,5 5 s
S5l o g5l S i 4 s ol Jlo 55
Qilg5 o0 patRe Cymad Bz B ¢ yastiis g, lkiwl g lass
Il pglie clasags bablis gl ol ool

SLisBan aS SOAR” s SIEM' wiile il 555255 L35
94350 sipiual e el sl sl 5l g 5liaz LSS
Shhags gl g plulid o 1) 4z LSo (el ol

1- Felix Gaehtgens
2- Security Incident and Event Management
3- Security Orchestration, Automation and Response
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6- Extended Detection and Response

5- Consolidated policy and posture management
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7- identity and access management
8- decentralized policy enforcement
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Faster Download Speeds Decrease in Latency Network Capacity

While a 3-gigabyle movie would Data response times will be as low 5G promises greater traffic

take 40 minutes to download on as 1 millisecond, providing endless capacity, allowing for millions of
4G, it would take only 35 seconds possibilities from remote surgery to devices to be connected on the
on a 5G network, sell driving cars same network within a small area.

90 e csnesls Jobs 3 (b sbo Jusastt uss
ol aos Jus bl sxis slodc gos 208 6l y
Sl ;K0 B b 51l o ool (£1aSE o 3lne o5 o3l
ol oo ol 0 55 AT s 0l p3 o lo (00l
gl @S2 4 Jais 0T S5 (6 2l o iz Gl
Cotle aSST s 3,8 dalss ool (6 5 aag LT alos
3y8bae 558 gl ol sloslinlasiloaSods (al sl )8
SolFs 0 aiile) 5, Wge slaolS's i g srio slaails IS
N Dleiior 56390 501 el Ly (ool 23U b anslie 04l ool B) y2oS Jlons sleilalecdl o5

bl sloce LB Jl58ls 5y iie sloaSiii g s5lwslxe - enhanced Mobile BroadBand (eMBB)
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4- Attack Surface 3- massive machine type communications
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5- Network Slicing

Top 5G network security concerns

Question: What are your top 3 security concerns regarding 5G?

Larger attack surface due to the massive
increase in connectivity

Greater number of devices accessing the network

loT: Extension of security policy to
new types of devices

Authentication of a larger number and
wider variety of devices

Insufficiency of perimeter defenses

Unknawn security vulnerabilities with 56 AKA
(Authorization and Key Agreement)

Automated change to the network

Ephemeral nature of workloads,
including dynamic bursting/scaling

Uncertainty about the physical
locations of workloads

The need to secure Multi-access
Edge Computing (MEC)

Enahles the movement and access
ta higher quantities of data

It's an immature and untested set of technologies

Wwe will deend on 5G for more
mission-critical apps

7%

Many use cases and threats are still unknown
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Difficulty authenticating
the devices

28%

A need for more stringent
certification of the devices

24%

Introduction of insecure loT
devices onto the netwark

18% | 20%

Need for centralized or
automated security controls

13% 23%

Security policies will need to
be more robust or specific

12% 7%

Greater potential for
DDoS attacks

s+ 10% 15%

12%

18%

Top Two

15* 14* 14 16 @k
14% 17* 16" 12* @)k
16* 14* 18% 15% 37%
16* 17%  17*% 36%
25% 17 16 13% i L
21% 19% 16%
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12- Shared Security Model
13- Business logic Attack
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8- Proximity Service (ProSe) intrus1onNs
9- zero-trust

10- Identity and Access Management
11- Multi Factor Authentication



Active monitoring

Automated responses

5G Nokia
Security

Full integration

Machine learning module

Managed security service

®

R Identity and access management

% Certificate management
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14- automated response and remediation
15- Non Stand-Alone Deployment

SGowAl Fequire a

HIGH clanse lo e
sescurily A osh
103 ACnrnexime
S natwark
chunges

% of respondents

U o ganiiration
aoesnot have a
strategic plan to
adaross the
security of 5l

Flespomd=amwho mun e fen
Al AT Al S fARRARIng
implemertingfc conpletng 55
deploymeni

N= H7 BASE

SO0URCE

D poses anelevated
socuriby throat
parthy beranse there
are more wectors
thraugh which
asversaries can

altack

I " Labanrsn S verny, S50 g fmy mes s der
AT S L e e 200

[V T JUS yo oyl jlws aoli 395G yo ool - JSi

|
NG90

fanavari hamrah

Sl g5 seliliad
pleziseas ) Fre oliuse)

)
9\’\9>)p

O




O Inpmr opinion,
SMNAMIAETE 55, e T 2
security Zhallerge are te

=l eetng!

Semm (1Mot ol b
ah gl Lo B Doprrficant
Sl e g

PROTCO MG DATA

CIEEEE 1 307

MO G SI00TRY 0 T BRI B bR RO Lad

MAMAGING SECLRITY

Socoviny pebo s el rweed wokec e e 00D ST 0 GpEecis

Howed fine conrakaes a2 om0 i ez soowoe cooorok

PO M B TR oAb OF TI00 e andoonTs

LT R TIE R R PR TR S TR P S T8

MOHITHRING THRZATS

LAt SoheTHAL e DN 3 AT ST S e s e LES

s Bt apdn b Lok,

Thwoatn b ki s iy o (et b

i mdoclie ol Wetes Lol dindocs eomo W octnahl

Azl R T T W T TR T 2S00 b Benlis EE

R AT e AR R,

Al e sl el byl il e

0 5
om, Prrgems ol arsnrir sl Dy Teg o eeg '
s wagee kgt gy kel 3

56 il Jgb 10 y9:05 Sl sl slo il — S5

$OFa 1 > (et Qi BG 8l sy o j0aS F0% 5l G ATET Lo (F JS8) 48,5 & jg0 3k00 S5 50
Job )3 33390 (el Sl (n s Slsre a s laosls - Gl (o Fge | aosls (pogas o > i (Saamoguly
Alos S Sb515G @ leslu o yalos olapleslolT ol as dilflas glaslllas jo.ailails 5G o

Scores are based on &

Q. Please ratethe impartance zcale of 1-5, where 1 =

of each security capabslicy in not impartant ata &nd
Your crganization’stransition 5 = very impartant.

to B, Mean)

Data security (DLP, data privacy,and encryption) I S e 10
Access network security I I B .08
Identity and uccows monageroent [ W
Endpaint scourity I . 4.0
Incident detectionandresponse I ———— 100
Wulnerahilily markseernent I 2. 00
Corencoworlosecurity. TG — ] 97

Security staf?  eae————— .05
|
38 43 41

7 Respondents who indcabec hain cogansatonis 1D % Cus Lom Surwery, 30 ylere vty
- eseamchingfmishemrenbngg comgshe lng 56 deployrment - Irrgpest Starveng e lobe 2020

56 il Job 10 y905 Sl sl slo il ¥ S



. fanavari hamrah

el
s (Sl e seliini =
plezsoles = e Gl
At
Q.
S B N T )
i B \ i i il o >)p
N = v

e o 92

SN g bl

b R S ad

Ay e g b e

o S A i e

S Fraud

s
e
Ll PREAT vandaism
ey A

Al sty

b e f s g e i

L
S lasbe sl g 3

g by il e

o il B e = L
P e Bl A AN

Y T

e s sl

PRI IEg
o 8 i)

ol s i e by S e Al 3 s P

U Ol s

] Pt 1 e

togal et |
business | Jydiciary arddars

[¥]5G/SDN asuis S5 30 ol cslay ag glgil—A JSis




Yy

5o s 4 sk Sl b slo 51l 5 98l o0 Sk
E5 a5l Bl lgie 456 o ] g 5lwooly
LAJWLAU“meU‘)JL’u‘“\JLUQA(r‘”IW‘)WU‘“ﬁ)M
(ULLC) o5 jlonms 555 b &l s (MMTC) 053] & 500
‘B)Jw )l5.>9;'> O Hgodo L”uﬁsﬂ U"‘ d.c:u Sl 00l <G|)|
2 S i g aSel ad o g pl oS le s arngs
o0 b )z er b daly> aSh 4 Laie glaogs slass
10 dnngi 9 45t slacS L 5 (o s ilome 5 5 Bl
S A B a5 o (] 38505 el 1,500 Sloas 565 (5 !
G 0 ol el gl lr 355 s3srarlag) ] (e
odd 7 lae gla il elgil b abilie jslaie ay. o ils wialss>
@ b (e 0090 d0l9> (alillond @595 (o s J 7S
Coial Joao S 4205356 0 S e prlas mwg o S g
SeaS el glacS ) ralS ey Lol leanyd o STl
SGA&)Qoyydp@a»uoﬁjsgmo;&‘?
o, gslpl sl oje> Slaadie aS Cul xwg lojlaslay
Sa ke Sl g o GBS 0] 8 sl oslinnl ) bobge

B OUS edogiodls

&b

SSRGS

A lad 00laiw!5G (g YL e s 1 sl 1o 2y 0 S e
I3l ) 5355 5 3l slome (SLl e 5l sl oo el (B
shol bl jo logas Galidue OMes b abilio g luaieds
Sl oolawl feize

Logas ;T4 Juate Ol £455 956 00 g 5, Ll
S 3oy sleZel (6 Loz ccaliie 50 el Jilde jo
s> J 5SS g g e i 38 pai i o S aid 3
Ol 2 pdie s g0 B 0l aplgs (glot g Canl il g
Sgad JyiiS Ty asl 4y fuatie yuliil

4 yoxine Sl (Koo Juaie Sl g S 095 Sl o il 58l
5G ,5(DDOS) g, jl cexilos 00l 2 595 Mo 2038
23,5

S50 92 BG ALl ;3 Iles od S mhavwdyazgily
s l g el bl a5 oo 0BG o Sl Sy
5 Sleas oauSal )l sl ol ol oo blie (g ) Sa oL
P EOTE CRLVENOV P TIR V. IR SURPRVEL St IR PR
b gy Lol e d o Ken b ol oo STil ool
Sl o o) 5 el Sz §5G 0 S w4z 3Ly
5 a5lgi oo (MSSPY) 60 &g de Cial pus g yaw 005
D ales a8 el (53 sloaiy 3o 2018 31,50 1]

-~

Sl i JU 33 Jshos S ke laaSid iy o

16- Managed Security Service Provider
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2- Virtualization Layer

1- Agile Networking
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7- Operation Support Subsystem
8- Business Support System
9- Management and Orchestration
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3- VNF

4- Virtual Network Function

5- Element Management System
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12- launch control policy
13- Secure Virtualization

10- System Administrator
11- trusted platform module (TPM)
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against DDoS
5 Malicioe inddes VNFs Volume,/swap encrypt;on, VNF Image signing,
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Privacy-Enhancing Computation Techniques

Differential Privacy
l

Identifiable Data

@_

Data
Sources

Homomorphic Encryption

Secure Multiparty
Computation

Privacy-Enhanced Data

Processing,
Analytics Al/ML

Zero-Knowledge Proof,

Private Set Intersection

Trusted Execution Environment

Trusted Third Party

Private Information Retrieval Federated ML, Privacy-Aware ML

Source: Gartner
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7- generalization
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8- Differential Privacy
9- Synthetic Data
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14- Privacy Enhanced Hardware
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15- systems and architectures
16- Multi-Party Computation
17- Data dispersion
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18- Management Interfaces
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1- Data Lake
2- Warehousing Data
3- DBMS
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4- Meta data
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Key Pillars of a Comprehensive Data Fabric

W Data Integration Layer

Knowledge Graph and Active B Data Catalog,
Metadata Analysis

Metadata Layer

Data Consumers

Automated Data Orchestration

Dynamic Data Integraticn — to deliver integrated
data through multiple data delivery styles

Al/ML Algorithms Enriched With “Active Metadata"—
to simplify and automate data integration design

Analytics Over the Connected Knowledge Graph —
to “activate metadata”

Data Catalog — to access and represent all
metadata types in a connected knowledge graph

Data Sources
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5- Data Catalouge
6- knowledge graph
7- data compatibility backbone
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9- Mobile Edge Platform Manager
10- Virtual Infrastructure Manager
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2- Mobile Edge Orchestrator

3- Operation Support System

4- User Application Life-Cycle Management Proxy
5- Customer Facing Service Portal

6- Mobile Edge Service

7- Virtualization Infrastructure

8- Mobile Edge Host

Edge Network
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11- Side Channel Attack

12- Cyber-Physical Systems

13- Unmanned Aerial Vehicles

14- Intrusion Detection System (IDS)
15- air-interface

16- Physical Layer Security

17- Elliptic Curve Cryptography

18- Identity Based Encryption
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21- hypervisor introspection methods
22- Security Enhanced Linux (SELinux)
23- kernel hardening tool

24- VNF location shift
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3- Adversarial training
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1- Detection and Response Team
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Most Interested in Investing in Next 12 Months

Cloud Security (NET: CWPP + CPSM + CASB)
Cloud Security Posture Management (CSPM)
Cloud Access Security Broker {CASE)

Cloud Workload Protection Platform (CWPF)
Data security

Vulnerability management/assessment
Application Security (DevSecOps)

Cloud-based network security
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Top 5 cybersecurity challenges

Managing increased risk of
ransomware/cyber-extortion

Ensuring cloud resources,
workloads, and apps are securely

. . configured
Gaps in protection across hybrid, multi-

cloud, and multi-platform environment

Challenge recruiting qualified
security professionals

Enabling end user productivity
without sacrificing security
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26%

25%
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Security Topics of Interest

Zero Trust

Cloud security (NET: CWPP + CPSM + CASB)
Cloud Security Posture Management (CSPM)
Cloud Access Security Broker (CASB)

Cloud Workload Protection Platform (CWPP)

Ransomware and cyber-extortion protection

I 43 %
I, 379
I 22%

I 17%

I 12%

I 5%

Securing remote/hybrid work I 4%

Machine learning

Mﬁ u.’]h.\.a 6Lm)|).:|)| ool.a.,.mhg_im.:)).:w‘swﬂo
Solwosly el gl b o oSy, sl g lulils gl
G5 slad S5 as s S wales S layle s s (6551 sl )
Ol o i S el o oyl g a8 3 3y 5l 0y
asS cdadlel ) 595 slaosls
Jlso ay sl ol s pl sloclas s as aools Ll
sleblis gbalnl g5lwaz LS 5 sldailogos 6 oS0k
ISR HORINE S ISR IS o
3999 load s 65599 9 e 6 )8 (5L (3luoial g
Iy aiols Sg2-g gyl ay (goseaddle oyt aS usbie ¥ S
33l e aS s e LS

Y% oo sloel

V% (s 5l ol

YA% (6 yolo 315l cbslas 4 5810

VY% 5515599 9 %4 e 6 (6Lad (53l

Y% cetlo s ol

el Coglyl b it a s Sloas sl lasula s az g5l
2ol gl il sl i s plowl el cdlug Sl
Sl e s 3 35230l 80 5l it il
S0l i olFaus sledl g Sole aS ol d>gie  Sojles
a3l S e aoadaislis gla oS 3l s s banslio
6L°)l5°‘) Cewloads (gaises, IT il @L.»a 59 G]..a‘ ‘5>L..o5
iz 5§ iz Gy SO bedlg Sole gloziba- Lol
Ll b sl i Bl 8 S, 5 ol
(eild anlgs (6 yidin (M ylisan Cdlug ,Sile adl ]
ok s ol caglgle)b i sl eblas g Coddge oS >

I 242

Lsgs ool o IS WU G S
:Mﬁjcﬁgbﬁ—‘ou VY b ool ol

Sl el Y 0O%

ools ol 10 Y%

Sy b Ve p e YE%

(DevSecOps)  yiuSll cocal Y%
O 48l wlﬁ‘)‘ ;n_rlS.’> LQ)LA—‘ ‘L‘;.lo 5).3‘ CA_..».ol > oa)l.c
ssbite o pdycawl o paes b5l 0 @ ISl s
aile dyaz (sl g yalid .o lo o o 3L sla B (saiua o]l
i 3l Gt BASED) (ool (o yhass g s el o
ol yle;l—w XDR jloslawlb.wslad 5 )1 _8a>g50 90
Slaags agealy g (plulid 4 108 1 395 ouim piunswsS|
4 o yid 53kl o b it 4y 5 SASE Lo aialss
3,5 alg S g J S g Bllasillasiid 4 o il

s ealaags gialS gl ol ey LS azgi L
2y 5 (2 it b g o105 523 03 Sy 500y
S 5 e 381l ¢ s s e o5l el Bisle
Slagdod 10 0al j,158 laie 1y 5edee adld dalgs i3l
o slosel (G5l l 3825 3 ped e Jlizms Joos o le
S o 3l o =S sl gl yroolaiel Ayl az g5 bl
S 4y gl plicwlon i 2hb lexlpe Sl
255 oo slags 18 ke, (230l 5 (sacu gyl 5o
095 J s ol 51l cpl ogr aalss g 6 58—y
o s (yl o s (558 e sor 08 g >l gl b
sl 1S gilwosls (MFA) eledis oo g0l > SaS o

2- Internet of Things
3- Operation Technoloby
4- Secure Access Service Edge
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https://www.zdnet.com/article/this-sneaky-ran-
somware-is-now-targeting-linux-servers-too/
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ty-trends-2022/177273/

1- Ransomware-as-a-service (RaaS)
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