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Building Blocks

Design Principles
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Building Blocks:
O Connectivity
O Intelligence
O Automation
O Security

O Computing
Q IeT

Design Principles:

QO Interoperability

QO Virtualization

O Decentralization

O Real-time capability
O Service orientation
O Modularity

Goals:

O Optimize the ecosystem

O Real-time decisions

O Business resiliency and
agility

O Enhanced user experience

O New business models

O Improved safety
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6- Predictive maintenance

7- Reference Architectural Model industry 4.0
8- Industrial Internet Reference Architecture
9- OpenFog Reference Architecture
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1- Internet of Things (loT)
2- Industrial Internet of Things (lloT)
3- Information Technology (IT)

4- Operational Technology (OT)
5- Cyber-Physical Systems (CPS)
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12- Programmable Logic Controller (PLC)
13- Distributed Controler (DC)

14- Manufacturing Execution System

15- Enterprise Resource Planning
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10- Service Oriented Architecture (SOA)
11- Actuators
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17- Autonomy

18- Edge

19- Platform

20- Enterprise

21- Node

22- Edge Gateway
23- Proximity Network
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Proximity Network

Platform Tier
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24- Control Flow
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31- View

32- Data privacy and integrity
33- Anonymity

34- Attestation

35- Measurement

36- Trust

37- User and device verifications
38- Latency
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25- Fog Computing

26- Fog as a Service (FaaS)
27- Software as a Service

28- Platform as a Service

29- Infrastructure as a Service
30- Perspective
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45- Reliability, Availability, and Serviceability (RAS)
46- Back-end

47- Redundant

48- Critical computing

49- Throughput
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39- Redundant fogs
40- Fogs
41- Openness
42- Single Vendor

43- Autonomy
44- Network discovery
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51- Cross layer
52- Lightweight
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1- Network slicing

1- Fourth Industry Revolution
2- Industry 4.0

3- Internet of Things

4- Internet of Systems
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5- Downlink
6- Uplink
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1- Interconnected

2- Industrial loT

3- Transparent

4- Visualization

5- Augmented

6- Artificial Intelligence
7- Machine Learning
8- Digital Twin

9- Extended Reality
10- Decentralized

11- Multi-Access Edge Computing
12- Orchestration
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8- Non-public networks
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9- User Plane
10- Control Plane
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14- 5G Alliance for Connected Industries and
Automation

15- Time Sensitive Network
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2- Internet of Things
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1- Sensor

2- Data

3- Integration

4- Actuators

5- Bill of material
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8- Aggregate

9- Analize

10- Insight
11- Act
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6- Create
7- Communicate
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Contextual
information (pressure,
(social, temperature,

weather, flow, etec.)
temperature, @
etc.
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Actuators
(hydraulic,
electrical,
mechanical,

thermal,
etc.)

Sensors 3
processing

MES
software

N7

CAD
models

Edge
security

D

Artificial Notifications
intelligence
)
Cognitive Visualizations

engines
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Hybrid Dashboards
model
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1-Ultra-reliable and low latency communication
2-Real-time and dynamic data processing
3-Intensive computation

4-Network Slicing

5-End to End

6-Multi Access Edge Computing (MEC)
7-Edge Computing

8-Cloud Native

9-Enabling Technologies

10-Internet of Everything
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17-Dynamic Service Chanining

18-Domain Gateway

19-Cloud Native Network Function
20-Network Function

21-User Plane

22-Session Management Function

23-Access and Mobility Management Function
24-User Plane Function
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11-CAPEX
12-Network Function Virtualization

13-Network Slice Instance
14-Virtual Network Function
15-Software Defined Networking
16-Control Plane
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27-Service Based Architecture
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25-Namespace
26-Control Groups
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29-Pool

28-Master Node/Control Node
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32-MEC Orchestrator
33-Radio Network Information Service
34-Portability
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36- Stateless
37- Third Party
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38- Support Vector Machine
39- Deep Reinforcement Learning
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5- Index

6- Costumer

7- Consumer

8- Self-Management
9- Self-Reliance
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1- Auto and Manual Geofencing

2- Home Time Zone with GPS, NTP and NITZ time synch

3- Remote LOG download
4- FOTA WEB Configuration and Firmware update

5- GPRS Send/receive, detections, events, requests, tracking, reboot and Status
6- SMS Send/receive, detections, events, requests, tracking, reboot and Status
7- 10T SECURITY GUIDELINES FOR ENDPOINT ECOSYSTEMS STANDARDS

8- Private/business trip, Possibility to enter SIM PIN code, Configuration password , MS login and

password , Authorized GSM numbers list, TLS Security
9- Records saving in to internal memory and sending by schedule

10- Real Time and GNSS tracking

11- Indoor and LBS tracking

12- Static Navigation and Offline tracking
13- Over zone tracking

14- Events from I/O elements, Unplug, Ignition, Idling, Movement, Over speeding, Tilt, Towing, Crash,

Tamper, Fall down and Man Down detections

15- Speed, distance, Temperature, Humidity, Energy Consumption (Fuel or Calories)

16- Integrated scenarios

17- Garmin
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SURVEY DRONES

Aerial drones survey the fields,
mapping weeds, yield and soil
variation. This enables precise
application of inputs, mapping
spread of pernicious weed
blackgrass could increasing
Wheat yields by 2-5%.

FLEET OF AGRIBOTS

A herd of specialised agribots tend
to crops, weeding, fertilising and
harvesting. Robots capable of
microdot application of fertiliser
reduce fertiliser cost by 99.9%.

FUTURE FARMS

small and smart |

FARMING DATA

The farm generates vast quantities
of rich and varied data. This is stored
in the cloud. Data can be used as
digital evidence reducing time spent
completing grant applications or
carrying out farm inspections saving
©on average £5,500 per farm per year.

TEXTING COWS

Sensors attached to livestock
allowing monitoring of animal
health and wellbeing. They can
send texts to alert farmers when

a cow goes into labour or develops
infection increasing herd survival

SMART TRACTORS

GPS controlled steering and
optimised route planning
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and increasing milk yields by 10%.

reduces soll erosion,
saving fuel costs by 10%.
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[2]- Official site of Teltonika https://teltonika-gps.
com/

[3]-Official site of ZeroKey https://zerokey.com/
[4]-Norris J., Bland J., 2015, Precision Agriculture:
almost 20% increase in income possible from
smart farming, http://www.nesta.org.uk/blog/
precision-agriculture-almost20-increase-in-

come-possible-smart-farming

[5]-Official site of JA Security and Innovations
http://ja-si.com

15-Beyond the Core
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10- Anchors

11-Anchors

12- Bluetooth Low Energy

13- Ultra-wideband

14- Real Time Location Systems
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1- Industrial revolution 4.0

2- Communication Technology

3- Information Technology

4- Operation Technology

5- Communication Information Operation Technologies
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2- 5th Generation

3- 6th Generation

4- enhanced Mobile Broadband

5- Ultra Reliable Low Latency Communications
6- massive Machine Type Communications
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Industry 1.0

Industry 2.0

Industry 3.0

Steam Age Electrical Age Information Age
Present
> Industry 4.0 —— CIOT Collaboration >
) Dsmi Shal ing
TeT— Dntn Collection
U S
/ Data Analysis | ¢ @ domain
SG/BSG/6G 74 ', \
((\ x@ v/, Dnln:stomge \ & 2 . /
) / : BE
' sigfox | z g
I = =
LoRa g ) : iR
ECT . OoT
. domain
domain
N\
N\
N

[\]r:)LQ.?WuMUJQL:.Lo.LgchiblLQLbLJﬂLs)gLéGhb)yd)L&wbl)&m.dﬂsWuulu.bg)uZu“Lo.‘f\ J&&l

|
NG90

fanavari hamrah

(el (5pu5 sealiliad 0
VF¥ ubsobiul
ool




AQ

W) Sl 6,05 5 Slikes Johne i jobay
e slatudlsdples 0,08 g LasiliYgame (55 pleolge
54145 ol IS 0" PLC (slmolSinus digas (gl ioats
Elac 45" ONC (gloelSi s by g asmo_a plasi |, 15
S3k3 039> 0w oo plomil ) (o Dlalad 3l 5

7- Programmable Logic Controller
8- Computer Numerical Control
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12- Augmented Reality
13- Mixed Reality

14- Remote Manipulation
15- Non-Terrestrial Networks
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9- Machine Vision (MV)-Based Quality Inspection
10- XR-Aided Industry
11- Virtual Reality
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18- Low Earth Orbit

19- High Amplitude Platforms

20- Industrial Energy Harvesting Network
21- Wireless Power Transfer
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16- Industrial Internet of Senses
17- Space-Air-Ground Integrated Network
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25- Industrial ecological system

Analysis
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22- Harsh Environment

23- Wireless Information Transmission

24- Data-Driven CIOT Collaboration with Artificial
Intelligence
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2- Information Technology (IT)
3- Operational Technology (OT)
4- Change Management

5- Proof-of-Concept (PoC)

6- Customer Journey

Near future
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7- Industrial 10T (lloT)

8- Big Data

9- Artificial Intelligence (Al)

10- Augmented Reality (AR)

11- Virtual Reality (VR)

12- Core processes
13- Business Case
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14- Chief Digital Officer (CDO)
15- In-house

(el (e aaliliad
AR STPR Y

ool

A



sl jeel ol 5l 6 5V o o (ol e p i 25 )
JoL5 (6l S e gl yiidy g Lo (5lalely 5 yladi 63
o o 35 glend 555 5 tlle dellacs b Lsbasls
WIg5 g0 b e § GE NS el b o (5 5loar LS, a5
e Sl o e g (652 yaeli - tais 75 HE sblse

Aol aild (604250 (53 lwding g (el juzmiy Codlads

e g 0039 3y S lgis 4 F e Criuo

Co pae gl p oz (69,505, a0l e o i pdy
)oI)@‘)?l‘_glmaqi)églmo)ikc)'l‘_g)g_wdwlﬁﬂﬁ
1l (65978 ol iz 4z g Ll 0] 0.3 25 o0 2

S9k8 0 Slas az SUT S 5055, S G
Ml LasS iyl £, Conio iy 506 psomm i e

QS (g ey |y Cario )3 (559l Sy (sl DG

B RE AP PTIR SR UEN ) RYCHER SR Y

Papuw AN (=] [0) PWEFRTCHIRRVSCEIY FRp A FHA SCANDYS
&y 0575k ol (rizees Ll SO S b S o0
Syl e B oS o giluosln | S0 sl Sl 35,01
led pelass ]y Lo Wil gousle g (6 5y Sl 30 90
2o b y20 9 § 35 50 OLd oy ewliv Jolai oLy

s@ls byl eohl sloojs p (b plla oggas 1ol 0l
Lg}%»ol.@.o)o%mlln‘_g”té)’loolﬁl«lélﬁ‘_g,,,fw
e ol 2 053 42258 55 5 ol St
[ S U (VY0 JOp-S 7 PO P W PY JES PUR VS
Lmo]dlj.?‘so&‘oAil)n)b‘l:}lili'ul:‘dbw‘sbuoli)gu
Pl ppgaz ;5635 o3l &S (b oS oo Za ol
Ilashl zlswos 5 (6 8 paewas Lol sl oxil sac b
ol wlashl arwg (ogat )3 oled ;99955 oo L)
S o8 e S slaaly
o.“..nilso)y)oq_zl.gb&f "' ¥
35 el 38 peteaz g Jore jI¥, e Cunio Lo g0 ile s
Slod 35 pale 42350 08 (65 el (o5 50,500,
3 i b az09:aS J> v ool g 5lws bl g

19- Steering Committee
20- Operational Excellence
21- Program Management Office (PMO)
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17- Reference Company
18- Reference Processes
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23- Mobile Private Network (MPN)
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22- System Integrator (Sl)
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24- Build-Operate-Transfer (BOT)
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[1] Capturing the true value of Industry 4.0,

E. Gregolinska, R. Khanam, F. Lefort,and P.
Parthasarathy, McKinsey & Company, 2022.

[2] Enabling Industry 4.0 with digital transformation at
scale, N. Faure, L. M. Ribera, R Martin, G. Desmartin
and K. Chaabouni, BCG Platinion, 2023.

[3]Five Lessons from the Frontlines of Industry 4.0, J.
Brunelli, V. Lukic, T. Milon, M. Tantardini, BCG, 2017.
[4] Transforming advanced manufacturing through
Industry 4.0, E.deBoer, Y. Friligos, Y. Giraud, D.
Liang, Y. Malik, N. Mellors, R. Shahani,and J.
Wallace, McKinsey & Company, 2022.

[5]Industry 4.0: Capturing value atscale indiscrete
manufacturing, W.Advinin, H. Bauer,A. Behrendt, M.
Breunig,A. Kadocsa, R. Kelly, B. Koerber, M. Linder,
A.Patel, G.Richter, K. Suryanarayan, McKinsey &
Company, 2019.
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2- Industrial Internet of Things (lloT)
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1- Lab-as-a-Service

2- Industry 4 (i4)

3- Digital Automation Cloud (DAC)
4- Modular Private Wireless (MPW)
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6- Predictive maintenance
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1- Network Slicing
2- Mission Critical




* *
J“g L 2

*

Pl

(el (55 saalibiad

URSTEE

9

2P0ty bw

K

&

—




vodafone

Ogelogil sloacls g Jlod o 2l o)l ol o laeali
055 (el o 0asdll | (Glaen 5wt S5 S e
o banzmo il 9 O il ool Cow b il oz 5
ol s ollaig s (2bs, (ST slge S g o)l
D gy Ses
Sz lollinlejl cul o (il s (2bs, oo )5 50
iyl glo ) Lil g 99 oo 00laiwl (BLE) (65 8l o5 ogisls
S35 o Sapde sl p Caslonds Jobo aSd (s <L
oo lo 3l el yo oais bl oLl i i) calirn (sloaals
3logd ool ul ysdlogloTinxt sl i il e 2l
osls 110 5 Siales gl g0y gl o oo oy ol 32,k
b)lnl g 902 5 (0093 S (Sl 5 Laoliws 5|
Peb oo ol 8 segras (B9p 5 sl (gemlegs]
613,15 ) 10255 o AMRC 6l s o35 o (]
42 g0 golio aSl sl 2 )l (goten sl 2 Laosls (659 ol
b0 it Iy | Crio g 5 IS glxS o lacs 3 0sy—is
Arsbariblayl e g Slos gz jf gy S 045
IR0 e s pol, ledlal -plloTnxt o i, 5loslal
@b Rl sl )5 (Ul iy )5 (69 Sos b gools
Caid so o) ()5 Sbs, G s
P55 o0 8139 )15 g S 0l ke ygalS S
b 53 (5515345 08 w0035 y58logs po, sl cnles
Ol S e g des e ) iliSie (5l8 Slapt S
e 0080 59, 2 )55 IBL Olsie s o sl
sl ol g plefilige sl yolid e AMRC 505 oo
Syl e iy o5 S e 5
Cpoed JS85 (555158 5 25 s oy

&b

el Jo 1355 0l 9 5585 5 S S sl
Aouig el g diaudigd 4l )5 il 357 elo0)92 90 5
wilgs o sbodsl o ol ams lziaS Caul cplogs p ol Bun
aS ol Laails 5o ,Slos jo 1y 6 i—in (355l 9 21,8
Slosla bl g ol lamee G Sldoe oI5 55,005k
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